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What do | show? SYSTEMS
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API calls only

Copy protection

Reverse
Enigineering
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,Glossary*

WiBU

SYSTEMS

API calls only
(weak) calls of a professional protection
Own made DIl with one generic call
Scheme: ,ls license available? Yes | No*

Encryption
Encrypted data in the software
Encrypted executable code
Own implementation of encryption
Usage of a professional solution
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_Tools" of the hacker SYSTEMS

Reflector
Disassembler, generation of C#, VB.NET, Delphi, ...

Reflexil

Plugin for Refector
Modification of .NET Code

OllyDebug
Debugger for Windows applications

IDA Pro
Disassembler for Windows and .NET applications
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Demos SYSTEMS

TigerPad
Sample ,Notepad” application (C# / Delphi)
Basic module
Font module
HexView module

Integration

Easy API call (license available?)
Code encryption with AxProtector
Code encryption with IxProtector
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NET - API calls only SYSTEMS

File View Tools Help

QO FRI] 2 2 |pepni =S

[E -3 TigerPad_C# Dizascembler

= WMy TigerPad_C#.exe
(=3 References

procedure frmMain frmMain_Load(sender: TObject: e Eventfrgs);
begin
{3 - if (not License.CheckLicense(531128)) then

- | Append

Pushes a new object reference to a string literal stored in the [ T e e ]
metadata.

[ Insert after selection ]

Operand type | String h ]

Operand TickerHack proudhy presents]

‘.1-;0 mHelpAbout_Click{Object, EventArgs) : Void
;ﬁ mViewFont_Click(Object, Eventhrgs) : Void — .
& components : IContainer 10 Idstr TigerHack proudly presenits!

&% DefaultExtention : String call System.Windows.Forms.DialogResult Systerm.Windows.Forms,MessageBox:Show...
¥ FileName: String pop

@ Filter: String Ide.id 201000
< m | r

OpCode Operand

call System.Boolean LicenseLicensenCheckLicense(Systemn. UInt32)
..
procedure frmiain frmMain_Load(sender: TObject; e: Eventirg brfalse.s -> (12 ret

Declaring Type: TigerPad.frmMain Idstr
Assembly: TigerPad_C#, Version=1,00.0

License not found.

Idstr TigerPad

|« | [Configure Reflexil ..] [Strong Name Remover ..
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,That's not the way to do it!”
API calls only offers NO security for .NET assemblies

Classical mistakes

One central class which has easy to guess names
Reduction to Yes | NO decision

Methods of the hackers

Patch yes to no (or other direction)
Exchange of code fragments
Inject code at any place of the software
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SYSTEMS

=
BE4573ES
BE45735E
HEd57 357
BE4E7IED
BE4EFIER
BE4E7IEF
BE4c7Ie
BE4EFIEE
GE4E 760

BE4EFETL

fodofofofopauo ool
= E

VI N (0 N () 50 050 0T (0

FUSH &

PUSH &

HOR EHX, EAX

PUSH EEBF

PUSH TigerPad. 88457306
FPUSH OWORD PTR FS:[EAX]
e4: 0920 MOL DWORD PTR FS:[ERXI,ESP
E2 22118308 | MOU EAX, 21128

E2 918186888 |CALL TigsrPad.B@@45756a

TEST AL, AL

JHZ SHORT TigerFad.BE4E73EE
LERA EAX,OWORD FTR SS: [EEF-4]
EA ECFT24E568 | MOU EDX, TigerFad. BB45?3EC
ES G4CBFAFF | CALL TigerPad. BB4a:

8045 F8 LEA ERX,OWORD FTR SS [EBP t=h ]
ER B5r44588 |HOU EDY. TigerPad. 84574835
E2 57PCEFAFF |CALL TigerPad.B84a3EE4

&R 18 FUSH 1@

2B45 F2 MOL ERX, OWORD PTR SS: [EEP-21
E2 FECFFAFF | CALL TigerPad.8E4@4260

FUSH ER-

SE4E FC MO ERX, OWORD FTR SS: [EEF-4]
ES &CCFFAFF | CALL TigerFad.8@4a4360

SBDE MOL ED, ERX

Al 40214568 | MO ERX, DWORD PTR DS:[45214C1
pj=sle] MOL ERX, OWORD PTR DS: [EAX]
FOP ECH

E2 BIEIFFFF | CALL TigerPad.B@4EC4B2

MOW EAX, DWORD FTR DS: [459140]
SEEE MO ERX, OWORD FTR DS:

ES S9EEFFFF | CALL TigerPad.BB455414

33c8 HOR EAX, EAX

FOP EDX

£9 FOP ECH

£9 FOP ECX

E4:2910 MOU OWORD PTR FS: [ERX] ED
68 ODOF34568 |PUSH TigerFad. 88457300

2045 F2 LER ERX, DNDRD FTR S&:[EEF-21
ER 2888888 | HMOU EDX

ES SECRFAFF CHLL TlgerPad BE4BSETE

ASCII "License not found.

RSCII "TigerPad"

ers [

PU)

450
12FF24
12FFa4
Bi4EE6EE
BB4EAB4S

FT4EEETY

ES Bazs
CS @alE
55 Baz3
0s Baz3
FS BAasE
L= tag sl ac]

LastErc
BREEEZIE
empty @
empty @
Empty @
enpty B,

B
o
1

=]
enpty
5o Empty
empty

SEEE . Co
1372 P

e [Gonnent

BE4ESR] S
BE4EER1C
BE455828
88458824

-

2062 TlgerPad BB4BSD82

AEEBEC| Entry sddre
4GEFEg TlgerPad BB4BFFB4
B40EEZA| Entry addiress

BA4EF 140 Entry addeess
BA4EF 274 Entru address

CAZE1 ATz
CRASEAARZ
2| BA4EE0RE |

iaepPad, GE462000

12‘FEE8.

TigerPad. BE4ERC 24

TigerPad. BB452RAGR
TigerFPad. BB45R844
ntdll.KiFastSustenCal IRet
22bit BIFFFFFFFF)

2Zbit BIFFFFFFFF1

32bit BIFFFFFFFF1

S2bit @(FFFFFEFE)

ZZbit FFFOF@@ar FFF)

HULL

ERROR_SHE_KEY_HOT_FOUND (@aoi
(MO, ME,E, BE, M5, PE,GE,LE]

. BABDEEEOAGEENAG0EE00
1. BAEHEEEEAEEAREEEAE0
E S

=R Bl 20
nd 1 88 8 Erc B0 006680
ec MEAR,64  Mask ‘A S

TrAEGCEg] RETURT ta
o |eE12FFEEl Fr4EBS12( RETURN to

FEFFFEEF
BEBAHEG
6] ZFFES
TECO41ED| RETURN o

2| TigerFad. BB4ETIEE
RETURH to TigerPa
BE1ZFFaG| ARERADGEE

d. BE4ESELE from <JHP.&ketn
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IDA Pro SYSTEMS

2 WinGraph32 - Xrefs to @Forms@TApplication@MessageBox$qqrpuctli

File View Zoom Move Help

4l alafme]+| [+ ole== v

CODE :00456FFA: dd offset sub_ 457350

CODE : 00452593 call @Tépplication@HandleExceptionfqgrpiTObject ; Tapplication::

4
150.00% |(-18943,-1118 151 nodes, 267 edge segments, 29 crossings
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Not really more difficult (as with .NET)

Easy API calls doesn'’t offer security for Win apps
Crack without having a license

Classical mistakes

Error message directly after error occurs
Yes | No decision

Hacker’'s methods
Debugging until the error message
Analyzing the code in debugger and disassembler
Patching Yes to No, exchange of code
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The question! SYSTEMS

What should | encrypt?

Software protection offers base API
“Which data” depends on the software

Encrypted Data in Source (Data)
Required strings and mathematical constants

Automatic Executable Area Encryption
Encryption of executable code
Do it yourself of use of “out-of-the-box” solution?
VirtualProtect / Reflection APl / Tools
Decrypt when? Performance?
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Encrypted Data In Source

[ T FIERV e
<3 Login
[ 3 AxProtectorNet
[# «32 WupiEngineMet
A +3 wuptnet
23 WibuCmMNET
=l -3 TigerPad_C#
= W% TigerPad_C&exe
# == References
{3 -
= {} License
(=] ﬁ Licenze
[ ¥) Base Types
# (¥ Derived Types
iy ctor()
%y CheckLicense{UInt32) : Boolean
R Getbigichumber) - Byt

= 4} TigerPad

m

function License.GetMagicNumber: Byte[]: static;
Declaring Type: Licenselicense
Assembly: TigerPad_C#, Version=1.0.0.0

pbDest := New{array[$10] of Byte, ( 2, 580, 558, 834, 57, $9b, 360, 563, S4a, S6a, Sb8, 5fb, 585, Sea, S4f, 240 )))
else
begin

cmacc.FirmCode := §1392;

hemse t= crn.CmAccess2(CmAccessOption.Local, crmacc);

if (hcmse <= nil) then

phDest := New(array[$10] of Byte, ( ( $af, $72, S0, 508, S8, 59d, 30, Sa4, Sce, 84k, 150, 210, §52, 3, §2¢, 5c0)))

end;
if (hcmse <> nil) then
begin

cmBaseCrypt := CmBaseCrypt.Create;

cmBaseCrypt.Ctrl ;= cmBaseCrypt.Ctrl;

cmBaseCrypt. Ctrl mBaseCrypt.Ctrl;

cmBaseCrypt.Ctr cmBaseCrypt,Ctrl or Option.CheckCrc);

cmBaseCrypt.Cre := $3160€765;

cmBaseCrypt.EncryptionCodeOptions := cmBaseCrypt. EncryptionCodeOptions;

cmBaseCrypt.EncryptionCodeOptions i= cmBaseCrypt. EncryptionCodeOptions;

ecmBaseCrypt.EncryptionCodeOptions i= cmBaseCrypt. EncryptionCodeOptions;

cmBaseCrypt.EncryptionCodeOptions := emBaseCrypt.EncryptionCodeOptions;

cmCrypt := CmCrypt.Create;

cmiCrypt.BaseCrypt i= emBaseCrypt:

initkey := New(array[510] of Byte);

cmCrypt.nitkey := (initkey.Clone as Byte[]);

res i= emnCmCrypt{hcmse, CrmCryptOption.AesDecryptChe, emCrypt, phDest);

cm.CmRelease{hcmse);

if (res) then

begin
Result := pbDest;
exit
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CodeMeter does something special!
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More strategies

Noise
Random Encryption and Decryption (RED)

Asymmetric cryptography
Generate and validate signatures (CRE)
Encryption of date during “save” with Public Key,
Decryption during “load” with Private Key (securely
stored in the license)

More CodeMeter Options

V-RED (Verified Random Encryption Decryption)
P-RID (Probabilistic Required Information Decryption)
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Summary

Without license
Its not possible to analyze the data

With license
To analyze the software is to start a huge puzzle
game

The important things

Implement the encryption at many places in your
software

Use different strings, constants and code
Hacker should not be able to guess the result
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Remember this?
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Solution

Encryption of the executable code before

delivery

unprotected
application

—)>

Decryption of required methods
In the memory at runtime

1 [
[ ]
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AxProtector for .NET — at runtime

At runtime, the new
methods call the
AxProtector classes

The AxProtector
classes extract and
decrypt the original
executable code

The original code is
executed
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Protected application

class ...
m¢
fie

class ...
methods .
fields ...




=
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Reflector ?
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Modular Protection

Definition of encrypted code
Security against crackse

Integration of Wupi.CheckLicense(i)
User Interaction in case of errors

Separation of code integration and
Implementation of the protection

Continuously improvements provide state of the
art protection
No need to recompile the software
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Windows applications

AxProtector



Anatomy of a classic wrapper

PE Header Link to OEP

Code section

OEP

Data section

Operating
System

Resource section
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Anatomy of a classic wrapper

PE Header

Code section

Link to new OEP

OEP

Data section

Operating

Resource section

System

Security section

New OEP

AT
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How to crack a classical wrapper?

With a small description and with free tools, it's
no problem, even for ,script kiddies*

1.Load application into memory
2.5top at OEP
3.Generate memory dump

4.Correct OEP In dump

Instruction book

5.Reconstruct IAT in dump
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Anatomy of AxProtector

PE Header

Code section

Link to new OEP

OEP

Data section

Operating

Resource section

System

Security section

New OEP

IAT redirect

AT
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AxProtector after loaded into memory

PE Header Link to new OEP

AT

Code section

OEP

Data section

Operating

System

Resource section

IAT redirect

Security section _
Security Code AT
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Dump will crash

PE Header Link to OEP

Code section

OEP

Data section

Operating
System

Resource section
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Modular protection

Compiled Release
PE Header PE Header
: : \ Function
Code section Code section
Function \

Data section Data section
Resource section Resource section

Definition

of licenses and
functions
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Summary

Even the best copy protection Is worthless with a
pure implementation

You need to use encryption for a good
Integration into your software
Automatic Encryption of your software
Encryption of code fragments
Dynamic decryption during runtime

NET Assemblies need more protection than
Windows applications
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More than copy protection
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