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Win Apps
API calls only

Win Apps
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�� API calls onlyAPI calls only
� (weak) calls of a professional protection
� Own made Dll with one generic call
� Scheme: „Is license available? Yes | No“

„Glossary“
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� Scheme: „Is license available? Yes | No“

�� EncryptionEncryption
� Encrypted data in the software
� Encrypted executable code
� Own implementation of encryption
� Usage of a professional solution



�� ReflectorReflector
� Disassembler, generation of C#, VB.NET, Delphi, …

�� ReflexilReflexil
� Plugin for Refector

„Tools“ of the hacker
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� Plugin for Refector
� Modification of .NET Code

�� OllyDebugOllyDebug
� Debugger for Windows applications

�� IDA ProIDA Pro
� Disassembler for Windows and .NET applications



�� TigerPadTigerPad
� Sample „Notepad“ application (C# / Delphi)
� Basic module
� Font module

Demos
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� Font module
� HexView module

�� IntegrationIntegration
� Easy API call (license available?)
� Code encryption with AxProtector
� Code encryption with IxProtector



.NET
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API calls only



.NET - API calls only
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�� „That‘s not the way to do it!“„That‘s not the way to do it!“
� API calls only offers NO security for .NET assemblies

�� Classical mistakesClassical mistakes
� One central class which has easy to guess names

Summary
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� One central class which has easy to guess names
� Reduction to Yes | NO decision

�� Methods of the hackersMethods of the hackers
� Patch yes to no (or other direction)
� Exchange of code fragments
� Inject code at any place of the software



Windows applications
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API calls only



OllyDbg
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IDA Pro
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�� Not really more difficult (as with .NET)Not really more difficult (as with .NET)
� Easy API calls doesn’t offer security for Win apps
� Crack without having a license

�� Classical mistakesClassical mistakes

Summary
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�� Classical mistakesClassical mistakes
� Error message directly after error occurs
� Yes | No decision

�� Hacker’s methodsHacker’s methods
� Debugging until the error message
� Analyzing the code in debugger and disassembler
� Patching Yes to No, exchange of code



Usage of
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Encryption



�� What should I encrypt?What should I encrypt?
� Software protection offers base API
� “Which data” depends on the software

�� Encrypted Data in Source (Data)Encrypted Data in Source (Data)

The question!
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�� Encrypted Data in Source (Data)Encrypted Data in Source (Data)
� Required strings and mathematical constants

�� Automatic Executable Area EncryptionAutomatic Executable Area Encryption
� Encryption of executable code
� Do it yourself of use of “out-of-the-box” solution?
� VirtualProtect / Reflection API / Tools
� Decrypt when? Performance?



Encrypted Data In Source
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CodeMeter does something special!
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�� NoiseNoise
� Random Encryption and Decryption (RED)

�� Asymmetric cryptographyAsymmetric cryptography
� Generate and validate signatures (CRE)

More strategies
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� Generate and validate signatures (CRE)
� Encryption of date during “save” with Public Key, 

Decryption during “load” with Private Key (securely 
stored in the license)

�� More CodeMeter OptionsMore CodeMeter Options
� V-RED (Verified Random Encryption Decryption)
� P-RID (Probabilistic Required Information Decryption)



�� Without licenseWithout license
� Its not possible to analyze the data

�� With licenseWith license
� To analyze the software is to start a huge puzzle 

Summary
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� To analyze the software is to start a huge puzzle 
game

�� The important thingsThe important things
� Implement the encryption at many places in your 

software
� Use different strings, constants and code
� Hacker should not be able to guess the result



.NET
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AxProtector for .NET



Remember this?
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Solution

� Encryption of the executable code before 
delivery

encryptionunprotected
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AxEngine
encryption

application

AxEngine
decryption

� Decryption of required methods
in the memory at runtime



AxProtector for .NET – at runtime

� At runtime, the new 
methods call the 
AxProtector classes

� The AxProtector 

Protected application

class …
methods …methods …
fields …

A
xP

rotector classes

class …
methods …methods … 1
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� The AxProtector 
classes extract and 
decrypt the original 
executable code

� The original code is 
executed Data section

(encrypted original code)

A
xP

rotector classes

methods …methods …
fields …

1



1
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2 3
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Reflector ?
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Modular Protection

�� Definition of encrypted codeDefinition of encrypted code
� Security against crackse

�� Integration of Integration of Wupi.CheckLicenseWupi.CheckLicense((ii))
� User Interaction in case of errors
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� User Interaction in case of errors

�� Separation of code integration and Separation of code integration and 
implementation of the protectionimplementation of the protection

�� Continuously improvements provide state of the Continuously improvements provide state of the 
art protectionart protection

� No need to recompile the software



Windows applications

VKSI-Day 25.06.2010 Page 29

AxProtector



Anatomy of a classic wrapper

PE Header

Code section IAT
OEP

Link to OEP
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Operating
System

Data section

Resource section



Anatomy of a classic wrapper

PE Header

Code section IAT
OEP

Link to new OEP
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Operating
System

Data section

Resource section

Security section
IATNew OEP



How to crack a classical wrapper?

� With a small description and with free tools, it‘s 
no problem, even for „script kiddies“

1.Load application into memory

In
st

ru
ct

io
n 

bo
ok
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1.Load application into memory

2.Stop at OEP

3.Generate memory dump

4.Correct OEP in dump

5.Reconstruct IAT in dumpIn
st

ru
ct

io
n 

bo
ok



Anatomy of AxProtector 

PE Header

Code section IAT
OEP

Link to new OEP
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Operating
System

Data section

Resource section

Security section
IATNew OEP

IAT redirect



AxProtector after loaded into memory

PE Header

Code section IAT
OEP

Link to new OEP
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Operating
System

Data section

Resource section

Security section
IATSecurity Code

IAT redirect



Dump will crash

PE Header

Code section
OEP

Link to OEP

IAT
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Operating
System

Data section

Resource section



PE Header

Code section
Function

Function

PE Header

Code section
Function

Function

Modular protection

Compiled Release

PE Header

Code section
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Code section

Data section

Resource section

Security section

Function

P-RID
data

Code section

Data section

Resource section

Security section

Function

P-RID
data

Code section

Data section

Resource section

WupiEngine32.dll

AxProtector

Definition
of licenses and 

functions



Summary
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Summary



� Even the best copy protection best copy protection is worthless with a 
pure implementation

� You need to use encryption encryption for a good 
integration into your software

Summary
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integration into your software
� Automatic Encryption of your software
� Encryption of code fragments
� Dynamic decryption during runtime

� .NET Assemblies need moremore protection than 
Windows applications



More than copy protection
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