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ÁUltimate goal

Ådynamic discovery of components
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ÁIntegration of components from third parties

ÅOutsourced development

ÅOpen source code

Motivating Scenario
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ÁRelocation of components

ÅIn case of refactoring, re-deployment

ÅLocal interactions provides less isolation than remote ones

Motivating Scenario
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ωComponents

ωSoftware Architectures

ωBuildingsecureArchitectures

Software Architectureswith Java Components

Writing secureJava Components

Prototypes

Outline

5 23.06.2009P. Parrend ςHarden yourJava Components



ÁJava component platforms

ÅExamples
o EJBs

o OSGi

o Google Guice

o Spring, Spring Dynamic Modules

o Picocontainer, nanocontainer

o Χ

ÅBinding 
o brokers 

Áor

o dependency injection

Components
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ÁThe public code is exposed

ÅHere: local interactions only ςin the same JVM

ÅVulnerabilities can be directly exploited

ÅInternal code can have more relaxed constraints

Components
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ÁComposition of large-scale components 

ÁSystem-level abstractions

ÁReuse of system-level design idioms

Software Architectures

Code

Software Architecture

Requirements

[Sommerville06]
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ÁSeveral definitions exist

Åΰ!software architecture defines the coarse-grained
structureof theǎȅǎǘŜƳΨ

Åΰ!software architecture capturesdesign decisionswhich
arehardto revertor whichhaveto bemadeŜŀǊƭȅΨ

Software Architectures
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Software Architectures

ÁExample of a software architecture

ÅModelled with the Palladio Component Model[Becker09] 
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ÁThe MIDP solution

ÁThe Java 2 solution

ÅAll components can interact

ÅAccess control through permissions

ÅWeak isolation between components

Building secure Architectures
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ÁHigh Level Design Principles

ÅFail-safe defaults

ÅComplete mediation

Å[Ŝŀǎǘ ǇǊƛǾƛƭŜƎŜ Χ

ÁDesign Patterns

ÅAccess control

ÅPrivacy and anonymity

Å{ǳƴ /ƻǊŜ ǎŜŎǳǊƛǘȅ ǇŀǘǘŜǊƴǎ ŦƻǊ Wн99 ŀǇǇƭƛŎŀǘƛƻƴǎ Χ

ÁHow to isolate components inside an architecture?

ÅEffect of the architecture on the implementation

ÅConstraints on code

Building secure Architectures
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Software Architectureswith Java Components

ωVulnerabilities in Java Components

ωBest Practices for secure Java Code

ωGuidelines for secure Java Architectures

Writing secureJava Components

Prototypes

Outline
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ÁAttack Vectors

ÅRisks of installating a malicious component

Vulnerabilities in Java Components
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ÁDefinition of Vulnerability

ÅExposed Internal State
o Reading or modification not explicitly through a method call

ÅExcessive Rights
o Access to method or data contrary to intended security policy

Å Life-cycle abuse
o Access to a class after the uninstallation of a component (or before 

its installation)

o Access to an object after the unregistration of the Service (or 
before its registration)

ÅDenial-of-Service
o Blocking of client, server, or other clients of a server, components

Vulnerabilities in Java Components
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ÁA controversial example
ÅSynchronized code

Å Do you consider this a vulnerability ?

Vulnerabilities in Java Components
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Best Practices for secure Java Code
Dangerous functions [Long05]

ÅType safety

o Using the same name for 
several classes is confusing

Å Public Fields

o Break encapsulation

Å Inner Classes

o Private inner classes are made 
protected at compilation

Á Until Java 1.5

Å Serialization

o Serialize Data can be read easily

Å JVM Tool Interface (TI)

o Enables JVM mgt from outside

o No protection through 
permissions possible

Å Debugging

o Based on JVM-TI

Å Monitoring and Management

o JMX enables broad access to 
system
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Best Practices for secure Java Code
Code weaknesses [Lai08]

Å Accessibility and extensibility

Å Input and output parameters

ÅClasses

Å

ÅObjet construction

ÅSerialization and deserialization

ÅStandard APIs
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// java.util.ArrayList is mutable 

//and non - final

public void copyNonFinalInput

( ArrayList list )

{

// create new instance of 

// declared input type 

list = new ArrayList ( list );

doLogic ( list );

}

public final class WrappedState {

// private immutable object

private String state;

// wrapper method

public String getState () { 

return state;

}

// wrapper method

public void setState (String 

newState ){

// permission needed to set 

state

securityManagerCheck (); 

inputValidation ( newState );

state = newState ;

}} 



ÁOther references

ÅOverview
o Gary McGraw, 12 rules [McGraw98]

ÅComprehensive catalogs
o Findbugs'Malicious Code' entries

Áhttp://findbugs.sourceforge.net/bugDescriptions.html

o CigitalJava Security Rule Pack

Áhttp://www.cigital.com/securitypack/

o Malicious Bundle Catalog, Vulnerable Bundle Catalog 
[parrend2007INRIA-RR,parrend2008INRIA-RR]

Best Practices for secure Java Code

19 23.06.2009P. Parrend ςHarden yourJava Components

http://findbugs.sourceforge.net/bugDescriptions.html
http://www.cigital.com/securitypack/


ÁRepartition of vulnerabilities

ÅShared classes (libraries)

ÅShared objects (services, EJBs, etc.)

ÅAll classes (inclusive stand-alone applications)

Implementations of vulnerabilities
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ÁRepartition of vulnerabilities

Implementations of vulnerabilities
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Implementations of vulnerabilities
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Attack goals
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ÁComponents should

Åonly have dependencies on components they trust

Ånever used synchronized statements that rely on third 
party code

Åprovide a hardened public code implementation following 
given recommendations

Guidelines for secure Java Architectures
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ÁShared Classes should
Åprovide only final static non-mutable fields

Åset security manager calls during creation in all required 
places at the beginning of the method

o all constructors

o clone() method if the class is cloneable

o readObject(ObjectInputStream) if the class is 
serializable

Åhave security check in final methods only

Guidelines for secure Java Architectures
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ÁShared Objects (e.g. local EJB Services) should
Åonly have basic types and serializable final types 

as parameter

Åperform copy and validation of parameters before using 
them

Åperform data copy before returning a given object in a 
method

o returned object should be either a basic type or serializable.

Ånot use Exception that carry any configuration 
information, and not serialize data unless a specific security 
mechanism is available

Ånever execute sensitive operations on behalf of other 
components.

Guidelines for secure Java Architectures
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Software Architectureswith Java Components

Writing secureJava Components

ωVCA  - Vulnerable ComponentAnalysis

ωSISSy ςStructuralInvestigation of Software Systems

Prototypes

Outline
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ÁTwo steps

ÅExtraction of shared classes, shared objects

ÅIdentification of vulnerabilities through code analysis

ÁCurrent prototype

ÅResearch prototype

ÅCommand line tool

ÅDedicated to OSGi bundles

ÅStill need to be tailored for other component types

ÁDedicated to architectural security analysis

VCA ςVulnerable Component Analysis
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ÁAlgorithm

VCA ςVulnerable Component Analysis
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VCA ςVulnerable Component Analysis

ÁFormal Vulnerability Pattern - Example

<vs:vulnerability >

<vs:vulnerabilityRef >

<vs:catalog_id >vb </ vs:catalog_id >

<vs:src_ref >java </ vs:src_ref >

<vs:type >class </ vs:type >

<vs:id >15</ vs:id >

</ vs:vulnerabilityRef >

<vs:message >Synchronized method call .

If the method call is blocked for any reason (infinite loop during 

execution, or delay due to an unavailable remote resource), all 

subsequent clients that call this method are freezed (Vulnerability

can be exploited with class - sharing only through a static call).

</ vs:message >

<vs:exposition >sharedClasses </ vs:exposition >

<vs:location >allCode </ vs:location >

<vs:method >

<vs:access >synchronized </ vs:access >

</ vs:method >

</ vs:vulnerability >
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VCA ςVulnerable Component Analysis

ÁPerformance Evaluation
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