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A Ultimate goal

Motivating Scenario c‘ﬁ'

Adynamic discovery of components

1/3 FZI
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Motivating Scenario %l
2/3 FZI

A Integration of components from third parties
A Outsourced development
AOpen source code

Riskyinteraction

Third Partycode
Legacycode

@)

o
Il
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Motivating Scenario f‘iiﬂ
3/3 FZI

A Relocation of components
An case of refactoring, rdeployment
A Local interactions provides less isolation than remote one

Remoteinteraction (WS, RMI) Localinteraction(directaccesgo Javacode
Serverl Server 2
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Outline FZI

SoftwareArchitectureswith Java Components

Prototypes

Writing secureJava Components

P. Parrend; Hardenyour Java Components 23.06.2009



gm

Components FZI

A Java component platforms

AExampIeS
o EJBs
o OSGi
o GoogleGuice ‘i\ SSD Lr!r! 7

o Spring, Spring Dynamic Modules
o Picocontainemanocontainer %
o X
ABinding
o brokers
A or
o dependency injection

P. Parrend; Hardenyour Java Components 23.06.2009



5

Components FZI

A The public code is exposed
A Here: local interactions onlyin the same JVM
A Vulnerabilities can be directly exploited
A Internal code can have more relaxed constraints

Shared
Objects Internal

DN C]Jde

Shared /
Classes ~
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Software Architectures FZI

A Composition of largscale components
A Systemlevel abstractions
A Reuse of systerevel design idioms

Requirements

Software Architecture

Code

[Sommerville0b
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Software Architectures FZI

A Several definitions exist

A | software architecture defines the coarsegrained
structureofthed @ 4 1 SY WY

A 1software architecture capturesdesigndecisionswhich
are hardto revertor whichhaveto bemadeS | NI e W
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Software Architectures FZI

A Example of a software architecture
A Modelled with the Palladio Component Mode[Becker09
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Building secure ArchitectureskZI

v

A The MIDP solution

Midlet Suite 1 Midlet Sutte 2 Midlet Sutte 3

AN N AN

JAD File ™

A The Java 2 solution
AAll components can interact
A Access control through permissions ‘ I I I ‘
A Weak isolation between components
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Building secure ArchitectureskZI

A High Level Design Principles
A Failsafe defaults
ACompIete mediation
Al SIad LINAGAE SIS X
A Design Patterns
A Access control
APrivacy and anonymity
A{dzy / 2NB aSOdzNRG& LI GG SNy
A How to isolate components inside an architecture?
A Effect of the architecture on the Implementation
A Constraints on code
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Outline FZI

SoftwareArchitectureswith Java Components

Writing secureJava Components

Prototypes
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Vulnerabilities in Java Component$ZI

A Attack Vectors
A Risks of Installating a malicious component

i , i

1N
1N

p .4 7
Applet Security Model: Malicious Bundles : Woeak Bundles :
Sandboxing Platform Vuinerabllity Abuse Bundles Vulnerabllity Abuse

Indirect Attack Direct Attack

é Victim Component \/

=3 Attack Vector
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Vulnerabilities in Java Component$ZI

A Definition of Vulnerability

A Exposed Internal State

o Reading or modification not explicitly through a method call
A Excessive Rights

o Access to method or data contrary to intended security policy
A Life-cycle abuse

o Access to a class after the uninstallation of a component (or befo
its installation)

o Access to an object after the unregistration of the Service (or
before its registration)

A Deniatof-Service
o Blocking of client, server, or other clients of a server, components
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Vulnerabilities in Java Component$ZI

A A controversial example

A Synchronized code
Alice Mallory : . i
Launcher EcomClient1| | EcomClient2 ScaSigner SimGhip
Every 20 = getSignature
starts {f3) requestSignature (pinl, contractfl)
& (contractl) > 1 -
R T T .- Parform Action
starts() (sigmature)
regquestSignature ,
(Contract? getSignature
{pinZ, contractz)
P
if (pin2)
{freezes)}
] Synchronized Method

A Do you consider this a vulnerability ?

P. Parrend; Hardenyour Java Components

23.06.2009



Best Practices for secure Java Co@m
Dangerous functions [Long05FZI

A Type safety

o Using the same name for
several classes is confusing

A Public Fields
o Break encapsulation
A Inner Classes

o Private inner classes are made
protected at compilation
A Until Java 1.5

P. Parrend; Hardenyour Java Components

A Serialization

o Serialize Data can be read easily

A JVM Tool Interface (TI)

o Enables JVM mgt from outside

o No protection through
permissions possible

A Debugging
o Based on JVMI

A Monitoring and Management
o JMX enables broad access to

system

23.06.2009



Best Practices for secure Java Coﬁ'
Code weaknesses [Lai0OSFZI

A Accessibility and extensibility A Classes
public final class WrappedState  {
A Input and output parameters /I private  immutable object
private  String state;
/[ wrapper method
/I java.util.ArrayList is mutable public String getState () {
/land non - final return state;
public  void copyNonFinallnput }
(ArrayList list ) /I wrapper method
{ public void setState (String
/I create new instance of newState ){
/I declared input type I/ permission needed to set
list =new ArrayList (list ), state
doLogic (list ); securityManagerCheck  ();
} inputValidation (newState );
State = newState ;
1

A Objet construction
A Serialization andleserialization
A Standard APIs

P. Parrend; Hardenyour Java Components 23.06.2009



5

Best Practices for secure Java Cod<l

A Other references

A Overview
o Gary McGraw, 12 rules [McGraw98]

AComprehensive catalogs
o FindbugsMalicious Code' entries
A

o CigitalJava Security Rule Pack
A

o Malicious Bundle Catalog, Vulnerable Bundle Catalog
[parrend2007INRIRR,parrend2008INRRR]
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http://findbugs.sourceforge.net/bugDescriptions.html
http://www.cigital.com/securitypack/
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Implementations of vulnerabilities FZI

A Repartition of vulnerabilities
A Shared classes (libraries)
A Shared objects (services, EJBs, etc.)
A All classes (inclusive stadatbne applications)

Shared
Objects Internal

DN C]Jde

Shared /

Classes\g .
=
mmam |
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Implementations of vulnerabilities FZI

A Repartition of vulnerabilities

Class sharing
{class vulnerabilities)

SCOP
{object vulnerabilities) Stand alone

application

18: number of vulnerabilities in this category only
{39): total number of exploitable vulnerabilities

note: the vulnerability number refers fo the 'Vulnerable
Bundle' catalog

23.06.2009
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Implementations of vulnerabilities FZI

Attack Vector |Implementation Occurences
Component Stand Alone|Serialization 1
Interactions App.
Class Sharing|Exposed  Internal|Mutable element in 2
Representation static variable
Reflection 3
Fragments 2
No suitable control 2
Avoidable Calls to|At instanciation 4
the Security Man-
ager
In method call 5
Class Sharing|Synchronization 2
or SOP
SOP Exposed  Internal|Returns reference 2
Representation to mutable element
No suitable control 4
Flaws in Parameter|Unchecked parame- 3
Validation ter
Checked parameter 1
without copy
Checked and copied 4
parameter
Non final parameter 2
Invalid Workflow 1
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Attack goals FZI

Attack Goal

Sub-goal

Interaction Category

Undue Access

Access to internal Data

Class Sharing and SOP - Exposed Internal

Representation
Class Sharing - Fragments

By-pass Security Check

Class Sharing - Avoidable Calls to the Secu-

rity Manager
SOP - Flaws in Parameter Validation

DoS

Method unavailability

Class Sharing and SOP - Synchronization

SOP - Invalid Workflow

P. Parrend; Hardenyour Java Components
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Guidelines for secure Java ArchitecturdsZl

A Components should

Aonly have dependencies on components they trust

Anever usedsynchronized  statements that rely on third
party code

Aprovide a hardened public code implementation following
given recommendations

24 P. Parrend; Hardenyour Java Components 23.06.2009
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Guidelines for secure Java ArchitecturdsZl

A Shared Classes should
Aprovide onlyfinal static non-mutable fields

A set security manager calls during creation in all required
places at the beginning of the method
o all constructors
o clone() method if the class isloneable
o readObject(ObjectinputStream) If the class Is
serializable

A have security check in final methods only
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Guidelines for secure Java ArchitecturdsZl

A Shared Objects (e.g. local EJB Services) should

Aonly have basic types arseérializable final types
as parameter

Aperform copy and validation of parameters before using
them

Aperform data copy before returning a given object in a
method
o returned object should be either a basic type or serializable.

A not useException that carry any configuration
Information, and not serialize data unless a specific secut
mechanism is available

A never execute sensitive operations on behalf of other
components.
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SoftwareArchitectureswith Java Components

g'ﬁ'

Outline FZI

Writing secureJava Components

Prototypes
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VCA; Vulnerable Component AnalysisZI

A Two steps
A Extraction of shared classes, shared objects
A Identification of vulnerabilities through code analysis

A Current prototype
A Research prototype
A Command line tool
A Dedicated to OSGi bundles
A still need to be tailored for other component types

A Dedicated to architectural security analysis
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VCAc Vulnerable Component AnalysisZI
A Algorithm

Checker

getPublicClasses (Bundle)

L.

BundleAnalyzer MethodReader

‘ ClassAnalyzer ‘ ClassReader

List: getExpertedPackages/()

List: getSeryices{)

List:publicClasses

areClassesValid{public(lasses, bundle)

for eaﬁ’: class

heck
chec ()’_

if {checkMethodCode}
checkMethod{L.

data:Report
data:Report [® T T T
.‘_

Data: Report [ rmormorTmormes
y— - - — - — - — - — - J
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VCAc Vulnerable Component AnalysisZI

A Formal Vulnerability PatternExample

<vs:vulnerability >
<vs:vulnerabilityRef >
<vs:catalog_id >vb </ vs:catalog_id >
<vs:src_ref  >java </ vs:src_ref >
<vs:itype >class </vsitype >
<vs:id >15</vsid >
</ vs:vulnerabilityRef >
<vs:message >Synchronized method call
If the method call is blocked for any reason (infinite loop during
execution, or delay due to an unavailable remote resource), all
subsequent clients that call this method are freezed (Vulnerability
can be exploited with class - sharing only through a static call).
</ vs:message >
<vs:exposition >sharedClasses </ vs:exposition >
<vs:location >allCode </ vs:location >
<vs:method >
<vs:access >synchronized </vs:access >
</ vs:method >
</ vs:vulnerability >

P. Parrend; Hardenyour Java Components 23.06.2009



5

VCAc Vulnerable Component AnalysisZI

A Performance Evaluation
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